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Operations of the Diversion {emtrel Ketwork
cotgbar 15, 19k to July 30, 1955

Taring the perled ander review, the Dlversien Comirul Network held 26
moetings and docketed 10L mew osmres, As cempared with the period gsovered by
the previous report (fI/EC 1'=58/1, cowering GV operstiems from May 1, 195k
to ectober 15, 195k), there hes been 2 marimd decline in the nusber of di-
version rases docketed per unit time: betwsen Yay 1, 195k and Octeber 15,
195k an average of about 20 cases per month were added to the DCH osse ine
wertorys betwsen Uctober 1%, 195i and July 30, 1955 the sverage was about
12 per month, and in the last 3 months of this peried the m‘raaoé drepped
to shout 7 per month,

The reasens for this decreace ir the aumber of diversion cases srought
to the attention of the ICH are not clear, They meYy be due to one or more
of the following:

{1 “ore effective enforcement of itreds controls following the imples
mentation of the T~ schess, which took pliace during the period,

{27 3 shift of Soviet bloc clandestine procuremsnt sctivities to new
channels and sreas where ¥, . intelligence coverage is lass eifectiwe,

{3) Toss of certain key iatelligence murm_am

reduced aceoese to others, 25X1C
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ipart from 1ts basic responsibility for smsuring prowpt cosrdinstéd
action by the cogniment U, 5, agenciss responsibls for preventing diversiors
of stratagic goods to the Soviet bloc, an important fumction of the ICF 18 o
study the diverszion cases that come %0 Ite attention in order to ascertain the
spacific nature and extant of the loopholes in mmitilateral treds controls re-
vealed by these cases, Seversl examples oceurred during the period uader re-
viev and ars discessed in Section TII below,
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{h} 4n sctusl decrsase in the lewel of illieit procwrsment activity by
“ovist bloc agents {related, pessibly, to the Seneva cenferences),

{5} Tersoanel changes at several key Foreign Service posts which may
have resulted tempararily in lsss effsctive Tast<iest ireds intelligence
coverage at the posts affected,

I7. Apalyeis of ICE (ases

{tata to be supplied by CIA.)

177e Dewelopments of Bpecial Interest
Ao Enfocreement Froblsss ReYealed By DCN Cases

1,

The TAC scheme was officlally implemsnted by all the LOUOE
countriss on Jameary 16, 1955, ses three menths afier ths start of the
pariod tnder revisw, Thres TCE eases vhich develeped during January-tareh
1975, merved %o wnderline clesarly some of the wesknesess ir the schema. These
cases were the ALVZY mereury case (IXH #323), the Germn/Fisaish eobalt case
(rox #2h3), and the Theriam/Ceriws nitrete csse (BCN #338),

The AiMET mercury caze invelwd an sttempt to divert 100 Nasks of
¥exican mercury vis Retterdax Yo sechoslovekia, The imtention to divert
was discoversd shile the shipment wvas efrouts to Zstterdsm, Despite = re-
gwet by the Sexicar Goverramnt to the Putoh Cevernment that the shipment
be held up indefinitely peading investigetion, the Dutoh took the positien
that they could enly delay Uiw transshipment very brisfly becauwss they had
ao Jegal banis for either seisure or infelinite delay. It scomnbscane ap-
parenty in the course of the discuselons, that -~ contpary te the U, &, under-
standing of the (000M sgreement on TAL «~ the Deutch wete not prepared io
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interpret thelir TAL regulstions iz such z way as to permit informa)l and ocone
fifdential coeperation by third sountries, b ut requived that the mames of a1l
cooperating countries be pudlished in & 1ist appendsd to their regulstions,
flthougk the specific diversion eass that brought this questisn to light was
resolved satisfactorily ss & result of the cowbined pressuves of the U. &, and
“Yexiean Tovermments on the NMexican emporter, on the one haad, and the Dutch
lioverrment, on the ethar, the enforcemeat problsss revealsd by 1t dave not as
yetl bsen resolved,

The CermaneFinnish cobalt oszs Bromzht out & somewhat different difficulty
ivherent in the TAC sohsme, This case invelved a shipment of oocbalt from
Relsinki.to Retterdam vwhere intention te divert was mads known to the United
Ltates and Netharlands sutderitlies while thw shipment wasz still on the high
wess, The cobalt hed besn Tefimsd by Dulsburgsr-Kupferimette of DMuisbury,
Termany from Finnish pyrites cisder and returned to Helsinki under & process-
ing transaction in effect since 19LE between Duisburger-Tupferhmette and
Cutokwapu Oy of Helsinikd, The Gersan Geomrament had issusd a lirense fer the
axport of the cobalt to Finland., The Finns had refused to socept the occhalt
uhen 1t srrived in Helsinki becmwe no Finnish import license lad besn issuved,
and the shipment waz "returnmed 1o the ssnder® in a ccordsnce with Fimsish lsw,
From Tink nd, the oobalt was declired fer Sawburg (the pert from which it had
been shivped}, Actmally the shippwnt was destined for diversion to Gdynia via
rotterdan,

pon lssarnisg of these davelopments, the Cerman Government officially ine
formed the Tutch Government of the details of the tresssction and reguested that
ihe Netherlands strictly enferce the TAC schens Smxth in this osse.
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Tespite the German request, the Twich sutherities, although delaying the
shipment, refused te give any assursnces thst they weuld prewvent diversion
under the TAC scheme, Their initial ocbjections centersd adeut the adeguacy
2f the preof offered by the Cermmn Government that this shipmest wes 1in fsct
avbject to the cemtrol of the Germans, later, they held that imssmuch 23 the
sobalt are eriginated in Finland, was sent to Garmany for processing, and the
cobalt metsal was then purchased by s Fianish firm, the sntire transsciion suet
be regarded as imvelviag third ceuntry rather than lerman provenance, “orecver,
when 1t beesms clear that the t1%le to the goods was held by 2 Fimmish prind psl
throughout the entire trmmsaction -~ and wis still Meld by him -~ the faot that
the oobalt 414 not enter the Finxish econcny upon srrival at Helsimki aid net
of itself provids a basis fer the Fetherliands to invels TAC, A furthsr com-
plication was introduced when the freight ferwarder in Retterdam anncunced
that he had been instructed to skip the cchall to a comsignes in Vierma., This,
of course, stawngthened the Tutch pesition sines Awstria is not a proscribed
destination under TET, Thus, when the fact of Oerman crigin wes finelly
corroborated Dy the Fimnas, the Netherlsads sontinued te decline to invoke TAC
since the Rotterdam agent claimed the geods vere destined for a thirc coantry
consignea, A8 in the ALMEY wercwry omss, althougk the diwersion was effective-
1y frustrated -- the combined pressures of ths U, 5., Finnish, and Germes
fioverrments resultsd in resals of the geods to & satisfactery consigrnee -~ the
TAC loophole brought to light comtimses to be a matter of concern, (N7E: ap
axcellent analysis of the eaforcement problems involved is contained in Paris
rorrn .88, Augest 2, 1955.)

The Thorium Hitrste cese further underlined the wesinesses in the TAC
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scheme, This case started when the Swedish Gowermment informed the T, &,
Embassy in Stockholem that they had seimed a shipment of therius nitreate and
corium nitrats in the free port of ¥alme, The shivment (which, on submequent
investigation, proved to be of French origis) had arvived from the U, K, and
%8s commigned tc Switserland via Fast Germeny, The fact that the gocds wers
on the atomic snergy list and that the routing shewed clear imtention to divert
arvused Svedish suspicions, The zoods wera then loaded on a Susdish shiv
wound for the U, ¥, The ship sterped at insterdan smreuts whers a Tumich
frelght forwarder, en instruwtioss from the Swies titlesholder, presented the
oviginel bill of lading to the cartain and Wmd the zoods unlosded, They were
then shivped to Easel, Fert of ¢hw shivmont was diwerted %o Csecheslovaiia
and the balance seissd by the Swiss Government (which requires transshipment
licenaing for atomic energy items),
411 thres casss point to the necesnity for resclving the third country
cooperation problem, lsreover, they provide powerful evidence te supoort
the judgment that the adopiien of the TA: schems by the SOUGH countries hes
ot sliminated the need for an effectiwe enforcement spparatus,
2o 1G/D¥ Freb
4 good sxample of how a TN operation uncovered an enforcement
loophole, brought it to the sttention of the approvriate autherities, and
zucceeded in stimalating prospt remedial zotion is previded by DCY Tase #287,
This case invelved i diversions of Yorthern Nhodesisn ceprer via Sweden arf
25X1C Antwernp, The orlgine]l informatios was sbtained by the Comwulate Jeneral st
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swsequnt smetsantion of e meie [
showed 17/07 contrel was notl bein: exsreised over fhodesian copper despite
the fact that the U. K, Bad sgresd 3¢ ohtaim Eritish Commomweslik cocperation.
the American Consul Jemeral in Salistury reported (Salisbury D-232, “arch 17,
1955) thet whan the Uovernment of the Federatios of Hhodesis and Wymsaiaud
took over respomeibility fer the foreige trade of the Federstion om July I,
195k, nothing bad been done by the British Celenisl offics officiale in
Tortherr Rhofesis to sstablish ap export cemtrol procedurs., This sitwetion
continued to exist until the Comsulate Seneral in Salisbury reised the
questior of the diversions wncovered by Antwerp. After beimg apprised ci the
situntion, the Tedsration Gevernsent, chviowsly swoarrsesed, acted memptly
to institnte YO/B% comtrels,
T comtrast tc the happy ovtotme ef the Khodesian situation, the

sttention of the 0¥ was drswn during the period to & techuigue for sircws-

venting I7/IV contrels thet looks slwost fool-proof. 1t wes described in
Santiage D-83%, ¥ay 16, 1955, as Tollows:

*Ihe weual provedure is for an offer tc be wade st =
vary, very low price, wsuslly for Uhilesn msterial, snd when
a contract is fixed the buyer is requested to supply lsport
Certificates, declarstions of destimatieon, ete, All these
docements to be stamped by the hilesn Consulate, Whan the
buysr advises thet swch decwmntation is set customary, the
geller séviser that it is indispensable ctherwise the cepper
cannct be delivered, ¥aturally the buyer s reluctant to
threw svay s sesmingly nandsore profit. what will happem is
that the sellers w11l offer s pexforsancs dond weually 3§12
per ton, sgainst opsaips of & letter of credis, and thes put
these certificstes, stc. through wrious chansels to evtain
the relssse of the cepper in Chils, The coppar is then
shipped, Lills of lading mede cut a8 requested, but am the
letter of credit is wdally ir Sew Yerk, the docummnts are
not immediatsly mressnted but pess through other hands on
their way to ¥ew York., These intermsdisriss oin wsuslly
arrange for the consigree to be changed and rye-routs the
material to Rotterdanm or Hasburg Free iort with results
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that are mot diffienlt to imsgina, The buyesr is them told

that there have besn treublss and the #12 is Telessed %o

him. Despite a1l his sfferts, hs will net get hts Import

~ertificste back again for campellatien, The result s

that the duyer, althougk claiming to be an immovent party,

w11l have his pame put down on the internaticmal "®lack

1iet? apd 1% will be very difficult te preve that he Imew

nothing about the transsctien.®

Although the DCN has net been sble to come wp wiih specific in
evidence to shew this techaigue in actual eperatiom, the relative sim-
plicity of the ides, coupled with the fact that the informatlon was
supplied {indirectly) by & mewber of ths londen Metal Txchangs, make it
wighly probable that it has been -- and peesibly still isyf «e used,

“here doss not sppesar t¢ be any simple way to combat this technique
for cirowsventing COUO¥ comtrols. In the ease of (hilsan copper, it
would appesr, initially, te require much more entihueissm for preventiisg
diversions than the obvisusly reluctant Chilean Govermment couls de
persusded to emsrcise, comsifaring the esseniialiy pre forme gooperation
1t has displayed to date, Ir ordsr tc stamp ouwt this practics, ihe
rhileans wauld have to demand Ve for every shipment, promptly in-
vastipate 811 cases that looked suspiciocus, snd impese severs pemalties
on 21l Tirme cenvicted of purtieipating in diversioms. (This mipht
impose & greatsr administrative burden oo the Chilsan Govermment than in
curvently herns By any of the JOUOM Fle.) HNoressver, it would mot
necessarily prove to be sffective Becawse, if cleverly Mandled, it would
probably be extremly diffieuit to prove culpability of firme or mm
individusls subject to Chilesn comtrcl. Thms, sxtremmly close cooper=
ation between the {hilesn Sgrermment, most (0U0H Jevermmentis, sl key

thivd countries such 35 Sweden, Switserland, and Austria in controlling
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vopper shipments Lecomes a prersquisits for dealing effectively with this
teohnlique. Conpidering the attitudes displayed by sewmral of the COUOM
countries, not to mntion the third coumiries, it would appear highly une
reslistic to expect the reguisils cooperstion to b ferthoewming, Inthe
opinion of the I(H, offective fyretrstion of dlwrsions using this {or otier;
techniques, will continue to depend wpes U, &, efforts to detect impending
divereions in time teo bring the facts te the attention of «- and to exsrt
pPressure of e- the goverument concerned, This, in twm, depends on the ads-
quacy of our intelligence cellection sapparstus, (inforcemsnt intelligsnos
sroblems are discussed in Sectien 1Y below,)

3o Diversions of U, Z.«Crigin Commodities: the Borax Froblem

Tmring the period under review, thars was s maried incresse in
the diversion of ¥, f.,eorigin borute preducts, which attyacted some ICK
attention bacaues of the impect ef the investigations had om the semionic
defense officers sbroad, on the CI4 supporting facilities, and en the work-
iond of the BFC Inwstigetion Staif: EF ‘s Zxport Contrel Inmvestigst on
itaff, for exumple, estimmtes that 507 of its time was oscupied in enforce
aent sativitise invelving these commodities, Although beorates {(e,g., borex,
boric acid, etc,) are subject principally %o U, &, unilatera) cestrel, the
diversion problem arises from the fact that borstas are not included on the
Intarnational Tists, and, in comsequencs, mast Wsatern Eurcpean o uatries
licerse reexports ic the Bovist Bloc rather fresly. EBessts diversions re-
ported during the peried were idertified uy beihg almest entirely of 7. 5.
origin, wiieh is hardly surprising since the U, 5, acceunts for ever 951 of
world production of these materials,

Rpomm
e
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Tring the period, HFD aas taken punitiye and correctivw-preventive
actions azalnst smumsrous foreign and dapestic firss for their partisipstion in
borate diversions, and is contimming to yather evidence in a number of ua-
resolved cases, 57 has alsc comferrsd with industry representatives and has
obtained promises of stricter comcliance on the part of major ¥. 3. producer=
sxporters and thelr fereign representatives, a procedure which has already
had favrrable reseuvlits, It is In the area of domsstie sale 1o - and export
by == the smll nomeproducingz I, I, experting firm that mech remine o be
done, This is a 4lf7ioult situstion and 1is belinyg studied in the Department
of ommeree. {dereover, st iw request of J0C, Y. 5. imtelliigence agencise
are now vreviewing zll intelligense bearing on the steategic isporteance of
the hloe af berates, Should this review previds s ressonabls basis Jor deoing
55, it is presumsd that an attempi will e meds te persuads frisndly metions
4o imstitute tighter comtrels over the export of borsies to the bloc,)
be Us 8, ¥ilitary Surplus Property Uisposal ibroad

Cwesr the past few years seversl diversion cases invelving V', 7,

surplus preperty have come to the sttention of the TCY sgencies, The 2ot
difficult of these capes invelwed the shinment of autemotive spare pards from
Fgypt te Ttaly with subsegquent resale throurh an Inglish firm te wndsclared
final destimntiona, The prevention of éiversions of 4, &, military sarplus
prope rty sold abroad is complicated in post caser by the uwniqus lagal status
of the eguipment st the time of sale and the fact that much of the equipmant
iz not covered by strategic lists, Under ithese cirowsstansss §, &, surplee

is ofter frec of the usual contrels over hestern-erigin goods designed Lo ore-
vent thelir divereion te the foviet bhloe {(inclwding ‘omunist Chinaj,
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“he situation was brought to & head early this year by s report
thet twelve varlouds of U, 3. suiplus antometive spars parts were in sasel,
rosaidly destined for the Seviet bloc. Tawstigation of thiz case stimulated
interested offices in Furepe -~ 1.0,, TERD, severel of the imrican ‘mbassies,
and the majer U, 5, military commands -~ to vork sut adequste centrels ie
prevent the diversion of ¥, E, swrples equipment dispesed of by the services
oversess, it ths same tims, the Tefense repressntative on the DCN brought
the matter to the sttention of the appropriate offices in the Departmsnt of
Tefanse, Frocedares developed ip Purope at & ssries of conferences coordinated
by TERO/ET sre now undsr review by the lepartments of Delense, State and
“ommeroe, 1t 18 heped that spprepriate instructions to the military commnds

can be issosd in the nesr future,
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